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FEATURES AT A GLANCE

When replacing existing payment 

devices, retailers plan for application 

development and testing, key injection, 

software loading and deployment.  But 

what should be done with the devices 

being replaced?  How should they 

be destroyed? Are there security or 

environmental requirements that need 

to be considered?

Proper disposal of these secure 

terminal devices is as important as 

their initial deployment.  VeriFone’s 

Secure Terminal Retirement service is 

thorough, simple-to-use and meets all 

regulatory requirements.  Our Secure 

Terminal Retirement professionals 

work closely with you to develop an 

inventory list of devices to be retired 

by their unique  serial number.  We 

will accept terminal deliveries directly 

from your stores, or will come and 

pick them up.  We follow-up with your 

project manager to ensure all terminal 

devices on the complete inventory list 

have been received by VeriFone for 

proper disposal.

This comprehensive service 

makes certain that each device is 

disassembled and critical internal 

components are destroyed - ensuring 

the application and security keys 

are permanently disabled.  The 

system components, including any 

hazardous materials contained in the 

circuitry, are crushed and properly 

recycled.  In addition, a comprehensive 

Secure Terminal Disposition Report, 

conforming to all PCI regulations, 

is forwarded to the retailer for 

appropriate record keeping.

VeriFone’s Secure Terminal 

Retirement service takes the 

guesswork out of proper disposal of 

your payment terminals.  Now you 

can rely on the same company who 

sets the industry standard for secure 

payments, to safely and properly 

dispose of your retired inventory.

Complete Terminal Retirement. Key Destruction.  Safe 
Environmental Disposal. Detailed Record Keeping. 

• Ensures compliance with PCI

• Destroys secure keys

• Environmental ly safe device recycl ing

• Simpli f ies management and tracking

• Avai lable for VeriFone and non-
   VeriFone terminals

• Complete device tracking and report ing
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Stores ship de-installed devices to VeriFone.
 Devices can be shipped to VeriFone by whatever method works 

best, individually by store, or in bulk.  Alternatively, VeriFone can 
have call tags issued for all of your devices.

VeriFone properly disposes of devices.
 VeriFone will insure all secure data, applications and 

encryption keys are properly destroyed and the device 
components are disposed of properly.
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Provide VeriFone with an inventory list.
 To insure total control, provide VeriFone with a list of all serial numbers.  

If that is not possible, VeriFone will enter the device serial numbers as 
they are received.

Terminal disposal is as easy as 1-2-3-4!

VeriFone has all of the 
services you need.

3Buyer Protection Service

3 Deployment Service

3 Petroleum Help Desk

3 Petroleum On-Site Maintenance

3 Priority Exchange Service

3 Professional Services

3 Project Management 

3 Repair Service

3 Secure Terminal Audit

3 Secure Terminal Retirement

3 Software Help Desk 

3 Standard Warranty

3 Training Services

Visit www.verifone.com for more 
information on these valuable services.

Are you sure your new terminals are secure?

Protecting consumer data is everyone’s responsibility and should be a vital 

component to your overall operation. VeriFone’s Secure Terminal Audit 

Service is designed to help retailers proactively protect their payment system 

investment and keep their customers’ private information secure.  This 

specialized service will randomly or routinely evaluate your internal PINpad 

systems before they are tampered with, assuring that they are clean, tested, 

safe, and tamper free.  VeriFone’s Secure Terminal Audit Service is a painless 

way for your operation to meet Payment Association Best Practices today. 

Visit www.verifone.com for more information on this service.

VeriFone provides a complete audit trail.
 When the process is complete, VeriFone will send 

you a complete audit trail of all secure devices 
that were properly retired.
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