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FEATURES AT A GLANCE

The risk of compromises to customer 

data is at an all time high.  Organized 

crime has clearly set its sights on the 

vulnerability in the retail payments 

process and has targeted credit card 

terminals and PIN pad devices as easy 

sources to obtain valuable consumer 

data.  Evidence of tampering and 

security breaches to marquee retailers 

across the country are mounting 

weekly.  Recently one retailer has 

estimated the cost of their security 

breach will exceed $10 million dollars. 

However, retailers can proactively 

take steps now to minimize their 

risk of exposure and meet Payment 

Association Best Practices (PAPB) 

for safeguarding consumer data.  

VeriFone’s Secure Terminal Audit 

service is designed to help retailers 

deter the criminal element by 

running either scheduled or random 

inspections on their credit card 

terminals and PIN pad devices.  

VeriFone works with each customer to 

develop unique program parameters 

that address each organization’s 

specific requirements and needs. Our 

professionals work closely with you to 

develop an inventory list of terminals 

by their unique serial numbers. Then, 

we work with your security team to 

design a program that meets your 

specific needs and includes picking up 

terminals and shipping them directly 

to our facility for analysis. We evaluate 

every terminal and when completed, 

clean and test the product before it is 

returned into your inventory. A report 

will be attached with every tested 

product to ensure each terminal is 

completely safe and tamper-free. Our 

audit tracking system will keep track 

of your complete inventory tested and 

help deter tampering at your retail 

locations.

Protecting consumer data is 

everyone’s responsibility and should 

be a vital component to your overall 

operation.  VeriFone’s Secure Terminal 

Audit service is a painless way for your 

operation to meet Payment Association 

Best Practices today. 

Protect Customer Data.  Reduce Credit Card Theft. 
Effortless Inspection Process. Peace of Mind.

• Provides proactive terminal  inspections for 
securi ty assurance and peace of  mind

• Includes inventory of  spare terminals and 
ensures no system down t ime

• Performs complete diagnostics check on every 
terminal

• Cleans and tests al l  system terminals

• Provides comprehensive summary reports on al l 
audited terminals

• Coupled with locking stands,  deters criminals to 
other avenues



.....                      ....  .....          ..                    ...
.....                          ....  .....          ..                    ...

Se
cu

re
 T

er
m

in
al

 A
ud

it 
Se

rv
ic

e

© 2007 VeriFone. All rights reserved. VeriFone, the VeriFone logo, are either trademarks or registered
trademarks of VeriFone in the United States and/or other countries. All features and specifications are subject to 
change without notice.  04/07 XXXXX Rev A IS w w w . v e r i f o n e . c o m

1

Stores ship de-installed devices to VeriFone.
 Devices can be shipped to VeriFone by whatever method works 

best, individually by store, or in bulk.  Alternatively, VeriFone can 
have call tags issued for all of your devices.

VeriFone properly disposes of devices.
 VeriFone will insure all secure data, applications and 

encryption keys are properly destroyed and the device 
components are disposed of properly.
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Provide VeriFone with an inventory list.
 To insure total control, provide VeriFone with a list of all serial numbers.  

If that is not possible, VeriFone will enter the device serial numbers as 
they are received.

Terminal disposal is as easy as 1-2-3-4!

VeriFone has all of the 
services you need.

3Buyer Protection Service

3 Deployment Service

3 Petroleum Help Desk

3 Petroleum On-Site Maintenance

3 Priority Exchange Service

3 Professional Services

3 Project Management 

3 Repair Service

3 Secure Terminal Audit

3 Secure Terminal Retirement

3 Software Help Desk 

3 Standard Warranty

3 Training Services

Visit www.verifone.com for more 
information on these valuable services.

Are you sure your new terminals are secure?

Protecting consumer data is everyone’s responsibility and should be a vital 

component to your overall operation. VeriFone’s Secure Terminal Audit 

Service is designed to help retailers proactively protect their payment system 

investment and keep their customers’ private information secure.  This 

specialized service will randomly or routinely evaluate your internal PIN pad 

systems before they are tampered with, assuring that they are clean, tested, 

safe, and tamper free.  VeriFone’s Secure Terminal Audit Service is a painless 

way for your operation to meet Payment Association Best Practices today. 

Visit www.verifone.com for more information on this service.

VeriFone provides a complete audit trail.
 When the process is complete, VeriFone will send 

you a complete audit trail of all secure devices 
that were properly retired.
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