The Last Refuge

of Scoundrels

Linda Punch

The good news is that the once shadowy world of criminal sites that

buy and sell stolen card and bank-account data isn’t so shadowy any

more. The bad news is that these bad-guy bazaars are devilishly hard

to shut down.

ike many other Web merchants,
LGoldenDump.com has a home
page promoting special dis-
counts on featured products, a short
list of prices, and a brief history of
the company written by site owner
“Pit Braidy.” But GoldenDump.com
is far from being the typical Web
retailer. Instead of clothing, electron-
ics, books, or other goods or ser-
vices, GoldenDump.com specializes
in selling stolen credit card data.
GoldenDump is just one of hun-
dreds or more Web sites and chat
rooms where stolen credit card data are
sold for prices ranging from as little as
50 cents per account to $30 or more.
These underworld marketplaces con-
stitute a cyber black market that thrives
by selling credit card account num-
bers, bank-account numbers, and other
confidential information stolen world-
wide through data breaches, phishing
attacks, and similar fraudulent actions.
They also peddle malware technology
and so-called “kits” that enable others
to steal confidential data.
Just how many sites exist in this
underground economy is difficult to

determine. Web sites and servers oper-
abnd ket ¢hnnmna ma Aaallad mncdacs Liacea

according to Symantec Enterprise
Security, Cupertino, Calif. By the time
law-enforcement officials discover
sites, carders often have shut down and
moved to other locations on the Web.

“I don’t think anybody knows how
many are out there,” says Johannes Ull-
rich, chief technology officer, SANS
Technology Institute, Bethesda, Md.
“There appear to be hundreds. Some-
times it’s hard to tell which ones are
actually legit. There’s actually fraud
against fraudsters going on—people
selling fake credit card numbers.”

Equally hard to determine is how
much money changes hands on these
sites.

“We believe it’s an approximately
$1 billion market,” says Joram Boren-
stein, senior product marketing man-
ager of the identity and assurance group
at Bedford, Mass.-based RSA, known
as The Security Division of EMC.
“The industry vibe is that there are
approximately two dozen very active
and reliable sites that are used by the
criminals in a variety of languages.”

No ‘Rookies’
The breadth of the cyber black market
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2007 and June 30, 2008, Symantec
observed 69,130 distinct active adver-
tisers and over 44 million total mes-
sages. The top 10 most active adver-
tisers accounted for 11% of the total
messages posted, with six of the top
10 listing credit card information as
their top category for sale.

The potential value of advertised
goods observed for the 10 most active
advertisers totaled more than $575,000
for the period, Symantec says. The
potential worth of credit card informa-
tion and bank-account credentials held
on the servers of the 10 most active
advertisers was $18.3 million.

The size of some of the networks
also is staggering. One of the larg-
est Internet relay chat, or IRC, net-
works observed by Symantec had
about 28,000 channels and 90,000
users at one point. One of the small-
est underground economy servers had
five channels and 40 users.

With the exception of a few high-
profile carders, the identities of the
site operators are largely unknown.
Some sites appear to be operated by
individuals while others are run by
groups. In some cases, the operators of
the sites committed the data breaches
or phishing attacks that are the source
of the numbers. In others, they’re sim-
ply serving as the online middleman.

The type of operator behind a site
seems to vary by region, the Syman-
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groups operating out of North Amer-
ica tend to be loosely organized, often
made up of acquaintances who met in
online forums or IRC channels.
Nevertheless, the Web operators
are highly skilled at acquiring and
selling confidential information.

Bestuzhev, senior virus analyst at
Kaspersky Lab, Woburn, Mass. “It
is usually not just one individual
behind the markets, [but] rather a
group of people. And each member of
the group is specialized in their area
of the business.”
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by Symantec, credit card informa-
tion topped the list at 31% of the
total. It was also the most requested
category, accounting for 24% of all
goods requested.

The second most common cat-
egory was financial accounts, with
20% of the total. This category
included bank-account credentials,
magnetic-stripe skimming devices,
online payment services, online cur-
rency accounts, and online stock-trad-
ing accounts. Bank-account creden-
tials were the most popular item for
sale, accounting for 18% of the items
advertised, according to Symantec.

The third-ranked category of
goods and services was spam and
phishing information, representing
19% of the total.

“There are different kinds of credit
card shops depending on what you’re
looking for in terms of conditions,
services, size, and even additional
services, like offering stolen PayPal
accounts, eBay accounts, Rapidshare
[file hosting] accounts, ICQ accounts
and so on,” Kaspersky Lab’s Bestu-
zhev says. “It is quite a well-organized
group of people who focus on all the
needs of their customers.”

‘Not Scared’

Stolen data sold on sites include
names, addresses, driver’s license
numbers, Social Security numbers,
credit card numbers, and many other
types of personal information. “Some
of them have a little bit of everything,
some specialize,” says Marc Fossi,
manager of research and develop-
ment, Symantec Security Response.

The sites also often sell kits that
other criminals can use to steal infor-
mation, Fossi says.

Prices typically range from $1
for a credit card number and address
to up to $10 or more for complete
identification information, such as



StCUIlly lealures are present on e
card. “Let’s say the Euro classic card
or gold card doesn’t have as much
security as the USA classic or USA
gold,” says Sean-Paul Correll, threat
researcher at Bilbao, Spain-based
Panda Labs. “The value of that card
would be higher because it’s more

U.D. creait caras—which are the
most common—are priced lower than
cards from other countries. “I saw
one card for the United Arab Emirates
selling for more than $30 because of
the rarity,” he says. “Cards from the
European Union sell for more than
cards from the U.S.”

pages of results with a Google News
Group heading the list.

“This is a news group discus-
sion from cybercriminals somewhere
in Russia offering their services of
selling credit card data,” Correll of
Panda Labs says. “Obviously, they’re
not scared. They’re not trying to hide

their communications

Note: Based on study conducted June 1, 2007-June 30, 2008

Where Underground Servers are Located

Source: Symantec Corp.
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as well as they could.”

Indeed, at the Golden
Dump site, Pit Braidy
makes no effort to hide
his illegal products:

“I am the credit card
dumps seller. Our team
skim (sic) dumps all
over the world and sell
(sic) them to you. Every
few days we have a lot of
fresh credit card dumps
AA and AAA quality.
We have usa/eu/Canada/
asia/latin, etc. dumps.
We occupy leading posi-
tions in this business. I
hope you have pleasure

likely that you’ll be able to extract
more money from it.”

Card-account numbers accom-
panied by information such as the
card-verification value, the cardhold-
er’s birth date, and Social Security
number fetch a higher price than an
account number alone, RSA’s Boren-
stein says. “Those latter two pieces
of information are very helpful if a
criminal wants to call into a call cen-
ter to authenticate himself to try to
increase a credit line or something of
that sort,” he says.

And as with many other products,
credit card account numbers sold in
bulk bring lower prices. “The more
you buy, obviously, the cheaper it
gets,” Correll says.

Onthe sites observed by Symantec,
credit card account numbers sold for
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Sellers of card information also
often will trade account numbers for
malware tools, such as a new phishing
kit for credit card account numbers,
Fossi says.

Symantec estimates the value
of goods advertised on the sites
it observed totaled more than

(sic) working with us!”

Evasive Tactics

But because law enforcement has
closed down several carder Web sites,
crooks increasingly are turning to Inter-
net relay chat, or IRC, to exchange
information and sell goods, Syman-
tec’s Fossi says.

‘I am the credit card dumps seller.
Our team skim dumps all over the
world and sell them to you!

$276 million for the reporting period,
with credit card information account-
ing for 59% of the total.

Finding the Web sites that sell
credit card account data can be as
simple as typlng ‘credit card dump,”
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“They set up a new channel on a
large IRC site and might escape notice
for awhile,” he says, adding that once
the new channel becomes too busy
or it becomes clear too many people
know about it, the carders shut down
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ing them hard to detect in time tor law
enforcement to take action, Fossi says.
The Web masters of the black-
market sites also use techniques that
make it difficult for the typical search
engine to index the sites, Bestuzhev
says. Instead, they are promoted
through banners on malicious sites.

States,” Correll says. “When you're
dealing with several countries, the red
tape becomes a problem. Sometimes
the laws aren’t put into place to be
able to prosecute or extradite them. So
it’s difficult.”

The Symantec study found that
the United States hosted 41% of the

‘It's kind of a whack-the-mole
effort. As you shut one down,

others come up!

But even carder sites operating
in harder-to-track chat forums can be
tracked, Bestuzhev says.

“These sites can be detected by
monitoring other malicious sites and
forums that cybercriminals use,”
he says. “Sites for coders, phishers,
hackers, and even simple developers
should be monitored, since some of
the initial malicious activity may be
born right here.”

For example, someone pretending
to be a developer may ask questions
about code optimization on a non-
malicious Web site, Bestuzhev says.
That same developer’s profile will be
found on other sites showing that the
person is in reality a cybercriminal.

“Sometimes we can find these sites
by following banners and links men-
tioned in comments from suspected
cyber criminals,” he says. “They often
lead you right to these types of sites.”

Locating the sites is only half
the battle. “Most of the markets are
installed on Web servers located in
countries with poor cybercrime leg-
islation or countries that have a lot of
bureaucracy,” Bestuzhev says. “The
criminals use bullet-proof server host-
ing services that make it very difficult
and sometimes almost impossible to
take the server down.”

Complicating the problem is that

total observed servers worldwide,
while Romania ranked second at
13%. Regionally, the North Amer-
ica hosted 46% of the servers, with
Europe, the Middle East, and Asia
hosting 38%, Fossi says.

“There’s no one single country—
it’s widespread,” Borenstein says.
“There are forums that deal with crimi-
nals intent on committing fraud in Latin
America. There are others focused
on Asia, on North America, and on
Europe. It really runs the gamut.”

The criminals also evade law
enforcement by shifting from server
to server.

“Not only are they located in
a variety of countries around the
world, they actually move around on
a fairly regular basis so that they’re
harder to detect and track and under-
stand from a law-enforcement basis,”
Borenstein says.

Thriving Crooks

Even when a site is detected, is can be
difficult for law enforcement to break
into an operation. Most of the sites
require would-be participants to prove
they have access to stolen goods or
hacked a database, he says.

“Like in the real crime world, you
essentially have to prove that you’re
a reliable criminal in order for them
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That’s not to say that law enforce-
ment hasn’t succeeded in bringing
some operators of these Web sites
to justice, most notably the Shadow-
crew criminal organization in 2004
and the Cardplanet Criminal organi-
zation in 2005.

“Law enforcement, generally
speaking, is aware of these forums,”
Borenstein says. “There are many
people in the industry who assume
law enforcement themselves partici-
pate undercover in some of these
forums as well.”

But the nature of the underground
economy makes it difficult to shut
down the majority of the card-selling
operations. “It’s kind of a whack-the-
mole effort,” Ullrich says. “As you
shut one down, others come up.”

Adds Bestuzhev: “It’s difficult to
get a credit card shop Web site down.

Bank account credentials

Credit cards with CVV2 numbers
Credit cards

E-mail addresses

E-mail passwords

Full identities

Cash-out services

Scams

The best thing we can do as an indus-
try is to continue collaborating with
ISP providers, domain registrars, and
law-enforcement agencies.”

As long as data breaches, phish-
ing attacks, and other fraudulent
activities enable criminals to steal
large numbers of confidential card
account and banking data, the eBays

$10-$1,000
$0.50-312
$0.10-825
$0.30/MB-$40/MB
$4-330

$0.90-325

8%-50% of total value

$2.50-$100/week for hosting; $5-820 for design

Note: Based on study conducted June 1, 2007-June 30, 2008; MB=megabytes

Source: Symantec Corp.

of the underworld will continue
to thrive.

“The crooks used to make a lot
of money robbing banks,” Borenstein
says. “Now they’ve figured out they
can earn just as much or more money
and run a lower chance of being
caught by simply hacking into a credit
card database.” [
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